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1
Decision/action requested

It is requested to add this solution into TR 33.819.
2
References

3GPP TR 33.819 Study on security enhancements of 5GS for vertical and Local Area Network (LAN) services
3
Rationale

In 23.501 5.28.3 the following is stated:

During establishment of the PDU Session, secondary authentication as described in clause 5.6.6 and in TS 23.502 [3], clause 4.3.2.3, may be performed in order to authenticate and authorize the UE for accessing the DNN associated with the 5G-LAN group. 
Authentication and authorization for a DNN using secondary authentication implies authentication and authorization for the associated 5G-LAN group. There is no 5G-LAN group specific authentication or authorization defined.

Thus, a solution for key issue #3.1 has been added and it can be concluded that  referencing the security solution of 33.501 for secondary authentication is sufficiently covering the topic.
4
Detailed proposal

*************** Start of Change ****************
********* Change 1**********

6.X
Solution #X: 5GLAN authentication
6.X.1
Introduction

This solution adresses key issue #3.1 on Authentication and Authorization of UE in 5GLAN communication. 

In 23.501 5.28.3 the following is stated:

During establishment of the PDU Session, secondary authentication as described in clause 5.6.6 and in TS 23.502 [3], clause 4.3.2.3, may be performed in order to authenticate and authorize the UE for accessing the DNN associated with the 5G-LAN group. 
Authentication and authorization for a DNN using secondary authentication implies authentication and authorization for the associated 5G-LAN group. There is no 5G-LAN group specific authentication or authorization defined.

Thus, key issue #3.1 can be concluded by referencing the security solution of 33.501 for secondary authentication.
6.X.2
Solution details
TS 23.501 clause 5.28 describes the feature in support for 5G LAN-type service 5G LAN. 
There is no 5G-LAN group specific authentication or authorization defined for 5GLAN group communication. Authentication and authorization for a DNN using secondary authentication implies authentication and authorization for the associated 5G-LAN group.  
The secondary authorization/authentication by an DN-AAA server during the PDU Session establishment is described in TS 23.502 clause 4.3.2.3.

Thus, the security solution of 33.501 for secondary authentication shall apply and a clause summarising the topic by giving references to above mentioned specifications is sufficient. 
********* Change 2**********
X. 
Conclusions

X.Y

Security for 5G LAN services

Solution 6.X is selected for Authentication and Authorization of UE in 5GLAN communication. A clause referencing 23.501/23.502 and 33.501 for secondary authentication for 5GLAN group communication service will be added to 33.501.
*************** End of Change ****************
